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Opening comments

The co-chairs started off the meeting by recapping previous discussions of policy, procedures, and validation as they relate to list certification. It was suggested that rather than splitting the workgroup into these distinctive subgroups, it may make sense to discuss the application of these key areas across all aspects of list certification first. Chiefly among these is the concept of policy.

Jim Wilson also opened the meeting by sharing a document outlining a concept for reporting non-mailable addresses back to a List Administrator. This document (attached) was shared with the workgroup prior to the meeting.

Joyce Bagby raised a concern regarding the UAA indicator of “no mail receptacle”. These addresses are typically retail stores that may not have an actual mail delivery point. She suggested that there should be an easier means to identify these addresses via some type of indicator. Jim Wilson agreed that it was worthwhile to look into these types of addresses, but questioned their scope within this workgroup.

Review of the List Certification Objectives and Expectations

The group reviewed seven key USPS expectations as they relate to list certification.

1. Takes the proactive steps to ensure that each address within the list represents the best and most current information regarding the recipient and the physical address elements.  

2. Establishes a process for receiving feedback from any mailing using an address generated from a certified list for all mailpieces that did not get delivered as originally addressed.

3. Provides appropriate guidance to all downstream / upstream entities on the correct utilization of address information contained in the certified list.

4. Utilizes information provided via the feedback process regarding non-delivery of a mailpiece in a timely manner so as to avoid future instances of non-delivery.

5. Interacts with the USPS to reconcile any address information that fails to meet the certified address standard where the list administrator has reason to believe the problem may reside with USPS data or processes.

6. Meets the stated performance requirements for documentation and retention of documentation to allow the USPS to validate proper compliance with the list certification standards.

7. Extrapolates information on changes to name and address information as allowable and makes it available to USPS for use to improve address information within other certified address lists.

Adam Collinson noted that he was glad to see that the name as well as the address was being considered for item 1. He also noted that timely and ongoing maintenance of the certified list were crucial.

Steve Lopez noted that item 7 had some issues related to it based on the aspect of the industry making their data available to the USPS. Steve noted that there are specific privacy issues that would hamper this concept. Furthermore, many companies in the industry update their lists using proprietary data and technology and would not want to lose a competitive edge as a result of sharing this updated information so openly to their competitors. Jim acknowledged Steve’s concerns.

Steve Lopez also noted that item 5 should be changed to “list administrator or their agent” to properly reflect that there could be layers of administration to lists involving more than one company.

Discussion of SHA and the Proposal for List Certification Feedback Reporting

The workgroup discussed the process of using a secure hash algorithm (SHA) to provide a feedback mechanism to a list administrator. To begin this discussion, Joe Lubenow explained how the SHA process worked.

Essentially, a SHA is a numeric value that represents a set of data. In this case, it is the name and the address that is represented by this secure hash key. This key, which is not the same as encrypted data, can then be used to compare to another key (SHA) to determine if the two values are the same. The important piece here is that the name and address are not shared nor can they be derived from just the SHA value. The SHA is simply a secured key that is derived from the name and address data. If two parties created matching keys from their own data (name and address), and found that these keys matched, then they could conclude that they had equivalent data without ever sharing the actual name and address.

The proposal for a reporting feedback system is essentially as follows.

1. A List Administrator prepares a certified list by ensuring the names and addresses are complete, correct, and current using USPS certified tools to standardize, validate, and update the data. They may also use industry tools to further ensure completeness of the data.

2. Each name and address is converted into a SHA and this list of SHA values is escrowed at the List Administrators location.

3. The names and addresses are ultimately placed onto mail pieces as a result of list brokerage, printing, mail services, and other industry related activities.

4. As the USPS scans these addresses using PARS, those addresses that are deemed as UAA would be flagged. Once a certain frequency threshold had been reached for a particular UAA address, the address would be considered a non-mailable address.

5. The non-mailable addresses would have their SHA values computed and consolidated into a daily list of non-mailable addresses and posted out on a secured USPS Internet location.

6. Certified List Administrators could then download the list of non-mailable SHA values and compare them to their own escrowed lists. Upon finding a match, they could then take the necessary steps to standardize, validate, and update the address to make it deliverable.

Some questions related to this concept were raised. For example, Steve asked if there would be some type of test (i.e. CASS) to achieve a certified status. Jim answered that we have yet to define the test, but yes one would be established.

Rich Bobic noted that there are some addresses, which can only assign to a 5-digit level. What steps are the USPS taking to get all addresses to a ZIP + 4 level? Jim noted that step 5 in the expectation list was written to cover this very item. The USPS would rely on the industry to help “fill in the gaps” in the system.

Joe Lubenow also cautioned that the SHA is a very specific keying algorithm. For example, a space can change an address SHA and certainly various nicknames will generate many different SHA values for the same address.

The next major step for this workgroup will be the report on November 2 at the MTAC meetings in Washington, DC as USPS headquarters. Chris volunteered to draft an outline of the report and will ask workgroup members to assist in filling out the details. Based on the report, Joe Lubenow will ask to have the deadline of the workgroup extended.

The next meeting will take place on November 2 at USPS headquarters at 12:00 EST. Chris will work with Charles Hunt to reserve a room, preferably the room used last time, and we will also use the teleconference bridge for those that cannot attend in person. Please plan on a 2 hour meeting.

List Certification

Objective:
Develop a process that allows USPS to certify that the processes used to standardize, validate, and update any address list used to create a mailing meets best practice and, as a result, provide the greatest opportunity for mail to be deliverable-as-addressed and minimize the need for mail to be reprocessed.

Expectations:
The list administrator, defined as the entity that has the ultimate responsibility for maintenance of the address information contained in the list, will have implemented USPS defined practices intended to produce the highest quality list for use in generation of mail.  This assumes that the list administrator:

8. Takes the proactive steps to ensure that each address within the list represents the best and most current information regarding the recipient and the physical address elements.  

9. Establishes a process for receiving feedback from any mailing using an address generated from a certified list for all mailpieces that did not get delivered as originally addressed.

10. Provides appropriate guidance to all downstream / upstream entities on the correct utilization of address information contained in the certified list.

11. Utilizes information provided via the feedback process regarding non-delivery of a mailpiece in a timely manner so as to avoid future instances of non-delivery.

12. Interacts with the USPS to reconcile any address information that fails to meet the certified address standard where the list administrator has reason to believe the problem may reside with USPS data or processes.

13. Meets the stated performance requirements for documentation and retention of documentation to allow the USPS to validate proper compliance with the list certification standards.

14. Extrapolates information on changes to name and address information as allowable and makes it available to USPS for use to improve address information within other certified address lists.

Operational Proposal for List Certification Feedback Reporting

This proposal outlines a process for providing feedback to a certified list administrator independent of who prepared the mail and whether the original certified list administrator is identified as an information recipient via the mailpiece.

In the list certification process, each name and address construction contained in the list is transformed into a 20-byte value using the Secure Hash Algorithm (SHA) procedure.  This transformation of name and address would be similar, if not identical, to the SHA procedure used for comparing a name and address to the NCOALink database.  The SHA value would be archived by the certified list administrator and used for subsequent comparison to USPS data to determine if any change in status of the certified address is required.

It is assumed that the name and address represented by the archived SHA value would then be used in the production of a mailpiece.  This mailpiece creation could be done by any one of several different entities in the supply chain.  The operational procedure envisioned by this proposal is that whenever a mailpiece becomes undeliverable for any reason, the USPS would be capable of capturing the name and address information from the face of the mailpiece along with the reason the mailpiece was undeliverable.  The USPS would utilize optical character recognition logic to extract the name and address.  Where available, the USPS would also capture any mailer-specific information contained in either a PLANET or 4-State Barcode imprinted on the mailpiece.

Based on the name and address extracted from the mailpiece, the USPS would transform this data into a SHA value.  The expectation is that the SHA value would be identical to the SHA value created by the list administrator.  The SHA value would then be placed into a database for frequency analysis to build a confidence level that the information compiled from the mailpieces for non-delivery reasons is consistent and not an incidental occurrence.  Once it is determined that the SHA value has a consistent frequency of identical treatment, the SHA value and reason would be posted to a website that could be checked against by any certified list administrator for appropriate action.

There are a couple of barriers to overcome in the implementation of this proposal including legal, privacy and technical.  However, there is sufficient precedent and technology already in place that can likely be leveraged to implement this proposal.

A significant benefit of this proposal is that is helps overcome the problems with the ability to get information back into the certified list administrator’s hands.  As long as any representation of the same name and address appears on a mailpiece generated by any source, the certified list has access to the updated information produced by this process.  This would satisfy items 2, 4, and 7 of the above Expectations with minimal effort.

