Validation of Postal Address Mail Piece Presentation As Complete, Correct, And Current
1) It appears that there is a consensus that using complete, correct and current addresses (all these qualities defined with respect to USPS databases) is a best practice.
2) Completeness saves time during delivery, cuts Personal Knowledge Required (PKR) mail, and improves the consistency of delivery.  Examples of incompleteness include missing apartment and suite numbers and omitted rural route box numbers.  
3) Correctness prevents the portion of Undeliverable As Addressed mail (UAA) that is based on address accuracy.  If the address as presented and the Delivery Point Bar Code (DPBC) both match the same valid delivery point in the USPS database, that is what is meant by correctness.
4)  Currency (recent checking against NCOAlink, LACSlink, etc.) prevents or limits the largest portion of UAA, which is based on move update.  The name of the party as well as the address must match different USPS databases to fully accomplish this goal.  
5) Besides address accuracy and move update, the other dimension of address quality cited in the Christensen UAA/PKR study is presentation of the address, or rendition.  Presentation is important to ensure completeness and correctness on the piece (avoiding the slip between the cup and the lip, such as is routinely caused by restricted label space). Correct presentation helps ensure the benefits from currency (for example, focusing on how the name has been presented, which can permit or prevent a match to PARS).
6)  What follows is an effort to answer as specifically as possible how the USPS can validate completeness, correctness, currency and address presentation on the mail piece.

7)  Any such technique must achieve a sufficient balance of low cost, computational efficiency, and security.  What is intended here is sufficient security to meet the requirements of the situation, though not necessarily more than is needed.

8) Any such technique should solve certain conundrums raised by MERLIN:
a) False positives and false negatives from sampling, resulting in time consuming reviews, and risk for both mailers (from false positives) and USPS (from false negatives). 
b) Many address character strings can match to one Delivery Point Bar Code (DPBC), and therefore it is not feasible to just have MERLIN pop up the standardized address and compare to that.  This fact has stalled validation of address quality for some time.
9) Industry experts have long been cautious about radically transforming the input address when a code match has been made.  “It is good enough to match, so it should be good enough to mail” has been asserted.  This approach has proven to achieve good address accuracy.  But it hinders strong validation, and with the advent of the FSS, the expectation of the second chance for delivery based on the “wisdom of the input” should be reduced.  And besides, there is the problem of the cup and the lip; it is hard in this approach to provide a guarantee against truncations and other errors in rendition.
10) The current approach can still be improved by raising the bar, as in CASS Cycle L, but at the same time a new option should be developed to use the standardized address associated with the delivery point bar code, up to thirty characters on the industry side, down to thirty characters where needed on the postal side, in a manner that allows for strong validation at low cost in comparison with any other methods yet contemplated.

11) The new validation approach has a number of steps in it which need to be thought out in detail.  If even one step is not feasible, the whole concept may not be practical.
a) A name and address is presented by a mailer or service provider to a process which includes at least CASS, DPV, NCOAlink, and other processes that may be developed, such as Suitelink and STOPlink (but not AEC I or AEC II at this point in the process).
b) If there is a match (on match criteria basically determined by the USPS with industry input, in a separate discussion) the name and standardized address are returned.

c) The following components are assembled:
Name (multiple lines possible, 30 characters maximum)
Address (new address if COA match, 30 characters maximum)
DPBC code (if available) 
Notation whether address is correct (i.e., matches a delivery point as found by DPV)
Notation whether address is complete (DPV footnotes)

Date of activity (could affect discount eligibility)

Version of USPS databases (enables further checks)
Mailer ID (can help prevent file from being used by anyone else)

d) Now a Secure Hash Algorithm (or some equivalent) is used to calculate a message digest (160 bits in the case of SHA-1) using as input not just the name and standardized address with the DPBC code and mailer ID, but also the versions, statuses and dates.  

e) The SHA-1 technique is freely available on a non-royalty basis at least within the United States and may be exportable if requirements are met.  Other hash functions can be substituted, though they may not be as robust as SHA-1.
f)  This sort of secure technology is used within NCOAlink and other proprietary USPS systems.  We may conclude that it is considered sufficiently secure for the purposes to which it is already being put.  USPS “link” technology, including DPV, involves USPS intellectual property, but the underlying SHA-1 technique can be used by “private and commercial organizations”.  
g)  A secure hash function should make it computationally difficult to reconstruct the message given the digest, and should make it hard to find another message that would generate the same digest.  Another property that is beneficial is that slightly different messages should not typically generate similar digests.  Any minor change in the message should result in a digest that differs substantially from the original digest.  SHA-1 is said to have these characteristics.
h)  Often a secure hash function is used in conjunction with encryption and public and private keys to create a digital signature.  This degree of security may not be needed for individual addresses, since the addresses have to be exposed on the actual mail pieces anyway, and it is pointless to mail to random strings of characters.  Several other features of the mailing situation, such as the use of sender identified mail, provide for other forms of security.  What is needed for address hygiene verification is evidence of message integrity including completeness, correctness, currency, and faithful rendition.  If the additional security of a digital signature is needed, generating one (in the form of an electronic postmark) on a large set of addresses or an entire mailing file is possible.  
i) The basic idea is that generating a digest for a message that includes the standardized (and move updated) name and address as returned by the USPS based on a given input with the dates, versions, IDs and statuses as part of the message makes it possible for the USPS to verify, not whether the recipient is still there next week when a mailing is done, but that the mailer followed the proper procedure this week.  The proper procedure is not a perfect procedure.  There may have been a COA match, though perhaps J JONES failed to match JOHN JONES and a possible COA was missed.  By presenting the information on the mail piece just as returned by USPS, with the digest available for inspection, the mailer can provide a strong assurance that the presentation has not introduced defects, and that the metadata (dates, versions, IDs and statuses) are authentic.
j) The mailer sends a mail piece to the name and standardized address with all the information presented that may be needed by the postal equipment and the mail carrier.  The postal equipment reads the 4-state barcode (to determine the mailer ID, piece ID and delivery point, if a DPBC) and the name and address as well (for PARS, or to try to improve the depth of code for a 5-digit or 9-digit ZIP code) and the carrier needs the name and address including secondary identifiers (for singulation of delivery points) in human readable form.  
k) The mailer who wishes to provide proof of address hygiene has alternatives.  One is to produce a second mail piece barcode (a 2-D code) to provide the message digest and the data which generated it.  This is unlikely to be welcomed by mailers who have yet to get used to the 4-state code.  On the USPS side, it might not fit in very well with the OneCode Solution product line, and the USPS would have a lot of work to do just to prepare to read such a code.  

l)  Much more feasible would be for the mailer to create a standardized XML file with all the information including the message digest in tagged fields.  The idea would be to have this file placed in escrow, in a location secure to the mailer but accessible to USPS.  The information would be examined by the USPS at its discretion, but only if it deemed it worthwhile.  As opposed to Mail.dat files which are sent to the USPS and may have to be read in order to calculate postage, these files do not need to be transmitted anywhere.
m) Meanwhile USPS processes the mail, using whatever verification methods it wants.  Mailings verified with a tool like MERLIN can be randomly checked, or risk-based verification can be used.  Addresses whose images are captured during mail processing and that may be thought defective can be traced back to the mailer through the use of the 4-state code.  With unique piece identification, double counting can be avoided.
n) If USPS decides the mail meets standards, no further communication is required, and the escrow file can be allowed to expire after some time period

o) If there is reason to question the mailing, the USPS can use the mailer ID and the mail piece ID to find out if the mailer has an escrowed name and address file.   
p) The mailer is not obligated to have an escrowed file, but having one potentially sets up what is called the “whole mailing defense”.

q) The mailer can apply the whole mailing defense if the mailer and mailing can be identified, the escrow file located, and its electronic postmark (a form of digital signature) shows that the time of escrow is recent and the file is authentic.
r) USPS observations such as mail piece images and inferred digital representations can be compared to the corresponding escrowed versions using the unique mail piece ID.
s) The XML file should be in one of a small number of standard formats, such as ADIS, or something else compatible with UPU standards.  This makes it easy to find the tagged fields and extract the data. 
t)  If the two sources do not match to a very high degree of confidence, for example because of truncation on the mail pieces, then the escrowed file fails to provide a whole mailing defense.  This judgment does depend on the USPS OCR capability being accurate.  Mail pieces may have been damaged by some production process.  If that happened in the mailer process, then the defense is flawed.  If something happened in the USPS processing, it could be exculpatory, in the absence of other deficiencies.
u) If the mail piece observations do match the XML file for a particular name and address, then the message digest can be regenerated by the USPS, because all its constituents are available.  If the message digest is consistently the same as what is found in the XML file, then the dates, versions, IDs and statuses can be checked to verify the whole mailing and to check whether it meets the established accuracy standards., and whether any part of the postage dependent on address accuracy has been correctly paid.  If it does, then the whole mailing defense succeeds and the case is closed.
v) If any part of the whole mailing defense does not succeed, then the mailer faces whatever consequences they would have faced if the defense had not been attempted.
12) What could go wrong with this approach?  Here are some possibilities, along with reasons why they are unlikely to prevent success:
a) At first glance it seems complicated to generate the message digest, but only the USPS needs this capability.  Mailers do not need to make any changes to the digest, and the USPS does not need to keep it on file.  

b) There could be too much use of computer resources, but there is no digital signature other than on the name and address file as a whole (to show that it has not been altered in any way).  There is a message digest generated, but this is the same technique basically as used in NCOAlink, so it should be fast enough. 

c)  Some say there may be a way to find multiple input strings that can produce the same message digest.  But using SHA-1, these would not be near relatives, such as the same address with an additional element added or subtracted, or a name slightly altered, so this would not be helpful for anyone trying to get around the system.
d) The other computational risk is that someone might be able to work back from the digest to the message itself.  This should not be a problem because this data is generated by the USPS using proprietary secure technology.  It does not remain on any USPS files.  Though it might be sent from one industry source to another, it would be accompanying the name and address, so sending it does not add any risk.
13) What are some of the consequences and implications of this new approach to postal address validation?

a) We have an optional validation method which can prove the exact degree of completeness, correctness and currency of postal addresses, document exactly how party names have been presented, and also guarantee address presentation.

b) This method results in the use of standardized addresses, guarantees timely move update hygiene, documents most forms of PKR mail, and solves the issues of truncation and other errors in rendition.

c) This approach resolves the conundrums associated with MERLIN and other sampling procedures.  If a recipient has moved since the date of the address hygiene performance, and that date was within guidelines for currency, the move is completely irrelevant to the issue of verification.  The issue is not whether anyone moved this week, or even if a street name was changed, it is whether the proper procedure was followed within the deadlines, and the results faithfully brought forward in rendition.  The whole mailing defense eliminates any need to argue over false positives and false negatives.  The use of a standardized address makes sure that the barcode and address are well matched.
d) Though it may seem that this approach requires total address standardization, in a sense that some mailers would find too rigid, that is not necessarily the case.  Once the USPS can control rendition, it will be easier to see when and where to allow some choices.  For example, if a mailer submits an alternate town name that the USPS considers acceptable, the system as described could be modified to return the alternate town name that the mailer used in a separate field, make that field part of the message, and then the message digest would reflect this fact.  The alternate town name could still be used on the mail piece, and the USPS would have authorized this customization.  Just this one optional feature would increase the acceptability of this approach among mailers whose customers are sensitive to the use of alternate town names.
e) What about newly generated Attempted Not Known (ANK) mail, such as a mismatch of a valid name and some other valid address?  It might pass through CASS, DPV, NCOAlink, and the other in-line tools without being flagged.  But upon mailing, it may well be returned as UAA, or other forms of unwanted outcomes may occur.  That is one reason why AEC I and especially AEC II should be strongly considered as part of a certified address hygiene process.    
f) What about special situations such as a street address that is not deliverable because the recipient actually gets mail at a post office box, whether provided by USPS or rented by the recipient?  The mailer should either get the post office box address from the recipient, or mail at a higher rate because the address is not correct.  Perhaps in the future there could be an opt-in system for postal customers to provide this correlation voluntarily.
g) What about unavailable apartment numbers?  These addresses would be recognized as incomplete.  Since they can lead to PKR mail, and also raise the risk of inconsistent delivery, they may deserve to pay a higher rate, though this is not part of current USPS policy, nor is it associated with CASS Cycle L changes.
h) Is this new approach merely reactive, by verifying address quality after the fact?  Perhaps so, but it could be made proactive.  Most mailers who could place name and address files in escrow would be able to do this prior to mailing.  Suppose they sent a brief electronic message to the USPS concerning their intention to mail on the basis of an escrowed file.  The USPS could experiment with randomly checking such files to detect errors in address hygiene before the mail even enters the Postal Service.  That would be proactive.  It would even reduce false negatives in verification.
i)  Another sense in which this approach could be made proactive rather than reactive is to use it as part of list certification prior to mailing.  In this application, the required components are gathered for each address on a list by a service provider, and then transmitted as a standardized XML file or as a fixed file using parameters agreed upon by the sending and receiving parties.  List level information such as that included on a Form 3553 can be provided, but at the same time each address carries its own credentials, so lists can be mixed and matched to form mailing files.  The dates of address hygiene activity for each name and address are available to show eligibility for postal discounts.  
j)  When a mailing is made up of a house list and possibly both certified and non-certified mailing lists, the address hygiene parameters may be updated on a just in time basis and the previously certified addresses will improve in the dimension of recency.  The USPS should understand that this process may improve the address quality beyond the level that is specified in minimum requirements, and that this reduces costs for the USPS while at the same time constituting work for the mailer.  
k)  Alternatively, a certified list may be mailed within applicable time lines without any further address hygiene being performed.  The USPS will still verify the mail, and the mailer may use the optional validation technique when that is needed.  Note that the basic symmetry between the certification process and the validation process makes it quite straightforward to validate mail from certified lists.   One difference is that the process of list certification may require an offline segment that uses AEC I and AEC II as part of overall address hygiene.  Another difference is the comparison of an escrowed file to captured mail piece images in validation.  But the criteria used to determine quality on an address by address basis are unchanged.
l)  What about a mailer unable or unwilling to participate in either a list certification or address hygiene validation effort?  They could still mail using a qualified Delivery Point Bar Code (DPBC) using the input address, with whatever variations were allowed by USPS software.  They would be subject to any verification process that is done today, or that might be developed as the USPS seeks to further raise the bar on address quality.
