Instructions to Download PostalOne! Web Certificates

1. From Internet Explorer browser, enter web address:
https://plwebservices.uspspostalone.com/MLXMLServicesWeb/services/POAppointmentServices
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2. Click lock box and select View certificates
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General | Details | Certification Path |

|_a | Certificate Information

This certificate is intended for the following purpose(s):
*» Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to:  Multi-Domain 551

Issued by: COMODO High-Assurance Secure Server CA

Valid from 5/ 5/ 2013 to 5/ 6/ 2014

Install Certificate...| | Issuer Statement |

Learn mare about certificates
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Select Certification Path tab

-
Certificate
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General | Details | Certification F‘aﬁ1|

Certification path

@ USERTrust

B | Multi-Domain S5L

@ COMODO High-Assurance Secure Server CA

Certificate status:

View Certificate

iz certificate is QK.

Learn more about certification paths




4. Select root certificate USERTrust and click View Certificate

|

General | Demilsl Certification Path |
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Certification path

USERTrust

@ COMODO High-Assurance Secure Server CA

Certificate status:

View Certificate ]

iz certificate is QK.

Learn more about certification paths
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Certificate ﬁ

General |De13ils | Certification Path

L= ﬁ Certificate Information

This certificate is intended for the following purpose(s):
*» Ensures the identity of a remote computer

Issued to:  AddTrust External CA Root

Issued by: AddTrust External CA Root

Valid from 5/ 30/ 2000 to 5/ 30/ 2020

Issuer Statement

Learn mare about certificates
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5. Select Details tab and click Copy to File...
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Certificate u

Details | Certification Path

Show: [«:AJI:» v]
Field Value Ja
D'u'ersiun V3 A
DSerial number 01 3
DSignah..lre algorithm shalRsA
DSignah..lre hash algorithm shal
Dlssuer AddTrust External CA Root, A...
D'u'alid from Tuesday, May 30, 2000 6:48:...
(=] valid to saturday, May 30, 2020 6:45:...
I-_']'% hisrt AddTret Fvternal CA Rant A i

EditProperties... | | Copy toFile... |

Learn mare about certificate details
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Certificate Export Wizard
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Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Next,




6. Click Next >, select Base-64 encoded X.509 (.CER) and click Next >

F N
Certificate Export Wizard - g

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(7 DER. encoded binary X.509 {.CER)

(@ Base-54 encoded ¥, 509 (CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX) l

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats
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7. Save root certificate to local workstation, by entering File name: certificate file name (.cer suffix) and
click Next > and then Finish

Certificate Export Wizard @

File to Export
Spedfy the name of the file you want to expaort

Eile name:

C:\uspsroot, cer

L
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Certificate Export Wizard

o

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have spedfied the following settings:

File Mame C:\usps
Export Keys Mo
Indude all certificates in the certification path Mo
File Farmat Baset4 i
1
] 10 b
]
| |
<Back || Finsh | [ Cancel
L - J

-
Certificate Export Wizard u

The export was successful,




8. Go back to step 4., select intermediate certificate COMODO High-Assurance Secure Server CA and
click View Certificate

.‘

)
e ——
| General | Demilsl Certification Path |

Certification path

@ USERTrust
@ COMODO High-Assurance Secure Server CA

View Certificate ]

Certificate status:
iz certificate is QK. |

Learn more about certification paths
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General |De13ils | Certification Path

L= ﬁ Certificate Information

This certificate is intended for the following purpose(s):
*» Ensures the identity of a remote computer

Issued to:  COMODO High-Assurance Secure Server CA

Issued by: AddTrust External CA Root

Valid from 4/ 15/ 2010 to 5/ 30/ 2020

Issuer Statement

Learn mare about certificates
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9. Select Details tab and click Copy to File...
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Certificate

Details | Certification Path

Shiaw: [{AJI:s v]
Field Value i
D'u'ersion V3 -
DSErial riurnber 1690c3 29bs 78 06 07 51 1f..,
DSignaMre algorithm shalR5A
BSignaMre hash algorithm shal

Dlssuer
D'u'alid from

[=]|valid to
I-_']fh hiart

AddTrust External CA Roat, A...
Thursday, April 15, 2010 &:00...
Saturday, May 30, 2020 6:48:...

COMONO Hinh-Azaiirances Serc

Edit Properties... ] [ Copy to File... ]

Learn more about cerfificate details
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Certificate Export Wizard

=)

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Next,




10. Click Next >, select Base-64 encoded X.509 (.CER) and click Next >

F B
Certificate Export Wizard . M

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(7 DER. encoded binary X.509 {.CER)

(@ Base-54 encoded X, 509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Expaort all extended properties

Microsoft Serialized Certificate Store ((55T)

Learn mare about certificate file formats

< Back ][ Mext = ][ Cancel
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11. Save intermediate certificate to local workstation, by entering File name: certificate file name (.cer
suffix) and click Next > and then Finish

Certificate Export Wizard @

File to Export
Spedfy the name of the file you want to export

File name:

C:\uspsinter. cer| | Browse... |

< Back ][ Mext = J[ Cancel ]




F B
Certificate Export Wizard . u

Completing the Certificate Export
Wizard

Vs You have successfully completed the Certificate Export
L wizard.

- You have spedfied the following settings:

File Mame C:\usps

Export Keys Mo

Indude all certificates in the certification path Mo

File Farmat Baset4 i
I

] 10 b

< Back " Finish ][ Cancel ]

' i )

i h
Certificate Export Wizard u

The export was successful,

e

12. Typically the public certificate isn't needed, but it can be downloaded following steps 4 -6 for Multiple-
Domain SSL



Instructions for Updating JAVA cacerts file

Many custom JAVA application reference certificates from JAVA cacerts file. Below are steps on
updating JAVA cacerts file.

1. Locate JAVA certs file, which should be in %JAVA_HOME%/jre/lib/security/cacerts
Example below, cacerts is located in C:\Program Files\Java\jrel.6.0_24\lib\security

&8 Administrator: DOS [E=EEE™

Microsoft Windows [Uersion 6.1.76811
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

G SNWINDOWS~systen32>cd C:v\Program Files:Javasjrel.b6.B8_24\1ib~security

C:“Program Files“Javasjrel.6.8_24~\1ib“security>dir
Uolume in drive C is 0Svol
Uolume Serial Number is EC37-EBCE

Directory of C:\Program Files“Javasjrel.b.B_24\lib\zecurity

11-28-20812 H <DIR> -

11282012 H <DIR> .-

11-27-2812 H 2 blacklist
86862812 H cacerts
11-27,2812 H Java.policy
11272812 H Java.security
11272812 H 1 Javaws .policy
11272012 H local_policy. jar
11.-27-2812 H trusted. libraries
11-/27,2012 H P 469 US_export_policy.jar
-563 bytes

i 141
2 Dir<s)> 288.285.182.880 hytes free

C:“Program Files“Javasjrel.6.8_24N\1libssecurity>




2. Go to keytool.exe directory
Example below, keytool.exe is located in C:\Program Files\Java\jre1.6.0_24\bin

' % Administrator: DOS

N

Microsoft Windows [Version 6.1.76811

Copyright <c)> 2Z88% Microsoft Corporation. All rights reserved.

C=S\WINDOWS~systen32>cd C:\Program Files:Java“sjrel.6.8_24“hin

C:“\Program Files“Javasjrel.6.8_24~hin>dir keytoolx=
Uolume in drive C is 08wvol
Uolume Serial Mumber is EC37-EBCE

Directory of C:“Program Files“Java“jrel.6.8_24%hin
11,27-20812 @7:22 PH 39.280 keytool.exe
1 File(s> 39.288 hytes
B Dir<s> 288,.283.918.336 bhytes free

C:\Program FilesJavasjrel.6.8_24~bin>_




3. Run keytool to add certificates.
Examples of keytool commands below:

keytool -import -alias uspsroot -file C:\uspsroot.cer -keystore "C:\Program
Files\Java\jrel.6.0_24\lib\security\cacerts" -storepass changeit

keytool -import -alias uspsinter -file C:\uspsinter.cer -keystore "C:\Program
Files\Java\jrel.6.0_24\lib\security\cacerts" -storepass changeit

B Administrator: DOS |Eﬂlﬁ

C:“\Program Files“Javasjrel.6.8_24“hin>keytool —import —-alias uspsroot —file C:wuspsroot.cer —keystore "C:“Program F|

ilessJavasjrel.b.@_24x1ibNsecurityscacerts"” —storepass changeit
Certificate already exists in keystore under alias <{addtrustexternalca
Do you still want to add it? [nol: yes

Certificate was added to keystore

C:\Program Files“Javasjrel.6.8_24~bin*keytool —import —alias uspsinter —file C:“uspsinter.cer -keystore "C:“Program|
Files“Javasjrel.6.B8_24 1ib“securityscacerts" —storepass changeit
Certificate was added to keystore

C:“Program FilessJava“jrel.6.8_24“bin>




