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Version History

1.0 09/14/2011 Initial documentation containing overview of the International Merchant
Returns web service:
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API Signature

Request Parameters and Example

Response Parameters and Example

Error Message Response and Example

Error Message Codes

Sample Labels

e Frequently Asked Questions

11 7/28/2013 Additions:
e Updated API signature method
o Updated label template

1.2 9/27/2013 Additions:
e Updated to include the addition of Australia Post.




Table of Contents

VERSION HISTORY oottt e e e e e e ettt e e e e e e e e e e eeana e e e eees 2
1.0  INTRODUCTION ....oiiiiiii ettt ettt b r e e e e e e e e e e asaa e e e e e e eeeeenes 4
1.1 XML OVEIVIEW ...ttt e 4
2.0 MERCHANT RETURNS SERVICE APl ... 5
2.1 Merchant Returns Service REQUESTE .........ccoooeeiiiiiiieeeeeeeeeeee e 5
2. 1.1 AP SIGNATUIE ...ttt sttt ettt ettt b e b e 5
2.1.2 REQUEST PAr@mMELEIS......cccuieieeieeseecie ettt sttt e sre e saaessaesste e teesteesrnesnneens 5
2.1.3 REQUESTE EXAMPIE ...ttt sttt ettt s b et e s beesaenbesaeetesreennas 8

2.2 Merchant Returns ServiCe RESPONSE......ccoiieeiiiiiiiiiiii et 9
221 RESPONSE PAraMELEIS.....c.eeiieieiieeieeteste ettt ettt st b e s ee b eaees 9
222 RESPONSE EXAMPIE ...ttt 9

2.3 Merchant Returns Error Message RESPONSE .........ccevveeeeiiiiiiiiiiiiieeeeeeeeeeeiiinn 10
2.3.1 Error Message ResSponse ParametersS........cocvieiiieeiiieeenieesieeesieeesiesesveeseesssneessnee s 10
2.3.2 Error Message Response EXAMPIE........cccviiririniiieienseseseeeeee e 11

2.4 Merchant Returns Error Message CodesS.........cooovviviiiiiiiieeeeeeeeeeeeeeee 11
2.5  SAMPIE LADEIS ..o ——— 13
DeCOdiNG LADEIS........ooueieeie et 13

2.6  Frequently ASked QUESTIONS .......coooieiiiiiei e 16



1.0 Introduction

USPS web services allow developers of web-based and shrink-wrapped applications access to the online
services of the United States Postal Service (USPS). They provide easy access to shipping information
and services for your customers. Your customers can utilize the functions provided by the USPS without
ever leaving your website. Once the web service is integrated, your server communicates through a USPS
server over HTTP/s using XML (eXtensible Markup Language).

Important: Implementing web services requires experienced programmers who are familiar with
Internet and web site development tools and techniques.

This user guide provides examples of the XML transactions to the USPS International Merchant
Returns web service and guidance for installation. The International Returns web service allows USPS
merchants with locations in the United States, the ability to generate return labels for their international
customers. To generate a Returns shipping label, an XML request must be built and sent to the USPS
Merchant Returns web service. (Section 2.1 below)

When the USPS International Merchant Returns web service returns a response, it will either return a
successful response document (Section 2.2 below) or an error document. (Section 2.3 below)

For label specifications such as package dimensions, delivery information, etc., please refer to the
Domestic Mail Manual (DMM) at http://pe.usps.com/.

1.1 XML Overview

XML uses a hierarchical (tree) element structure. Each element consists of a start tag of the

form <CustomerName>, and an end tag of the form </CustomerName>, between which can be data
and other elements. <CustomerName /> is shorthand for <CustomerName></CustomerName>,
an element with no data. All data and attribute values in this document are for illustration purposes
and are to be replaced by the actual values. Developers must use the order and case for tag names of
the sample code contained in this document. The tabs and carriage returns in the XML structures are for
readability only; there is no need for white space in the actual code.

For more information about XML, browse the following web sites:
" W3C web site

] XML.com web site



http://pe.usps.com/
http://www.w3c.org/XML
http://www.xml.com/

2.0 Merchant Returns Service API

2.1

Merchant Returns Service Request

The table below presents the XML input tags for generating live sample label requests and the restrictions
on the values allowed. An error message will be returned if an incorrect value is entered. Also, be aware
of the maximum character amounts allowed for some tags. If the user enters more than those amounts, an
error will be returned and the user will not receive the return label in the response.

When building the XML request, pay particular attention to the order and case for tags. An error message
will be returned if an incorrect order or case is used. Remember that all data and attribute values in this
document are for illustration purposes and are to be replaced by your actual values. For instance, a line of

sample code may be:

<CustomerName>John Smith</CustomerName>

In this instance, you will replace “John Smith” with the name of the person returning the package when

making your request.

2.1.1 API Signature

When sending the USPS Merchant Returns web service request, the request must be formatted to include
a scheme, host, path, and the XML request parameters. The format of the XML transaction is

illustrated below.

Scheme Host Path Method Parameter
https:// returns.usps.com | /ExternalCreateReturn | /InternationalCreateRetu | externalReturnLabel
/Services Label.svc rnLabel?” Request=(see
Request Parameters
below)
2.1.2 Request Parameters
Tag Name Required / Description Type Validation
Optional
ExternalReturnLabelReque | Required Used with group
st API=MerchantReturn
sService
CustomerName Required Name of customer string minLength=1
returning maxLength=32
package.
AddressLinel Required Address of customer | string minLength=1
returning the maxLength=32
package.
AddressLine2 Optional Secondary address string minLength=0
unit designator/ maxLength=32
number of customer
returning the
package. (such as an
apartment or




suite number, e.g.
APT 202, STE 100)

City Required City (or city string minLength=1
equivalent) of maxLength=20
customer returning
the
package.
StateEquivalent Required Equivalent of states | string length=2 for Canada
in international minLength=3 for Australia
countries, such as a
province, state,
region or district.
ZIPEquivalent Required Equivalent of ZIP in | string depends on Country
international
countries, such as a Patterns:
postal code (Canada), Canada =
Pin Code (India) or NABCEGHIKLMNPRSTV
Postcode (UK). XY{1Nd{1}A-Z]{1}
\d{1HA-ZJ{1}\d{1}$
CustomerPhoneNumber | Required Phone number of String Pattern = ~[2-9]\d{2}-\d{3}-
customer returning \d{4}$
the package.
MerchantID Required ID of Merchant integer minLength=1
Account in the
Merchant Returns
system (to be
assigned when a
merchant is
onboarded by a USPS
administrator).
Determines system
response for return
address, service type,
etc.
MID Required The MID of the integer Length= 6 or 9
merchant The MID
must be MID
associated with the
Merchant Account 1D
passed with the
request.
ProductCode Required Service type of the String enumerations:
label as specified in o USA.EP (Expedited
the merchant profile Parcel — USA for Canada)
setup. e AU.IP (IMRS - Inbound
Priority for Australia )
MerchandiseDescription | Optional Description of the string minLength = 0
merchandise. maxLength = 255
Weight Required Weight of the minLength = 1

package (in Kg)
being returned by the
customer. The weight
is a required input to
be entered by the
customer.

maxLength = 32




RMA

Optional

Value of Return
Merchandise
Authorization
(RMA). RMA is
package information
that the merchant
uses to keep track of
their return inventory.

string

maxlength depends on
merchant profile setup
(maxLength <= 25)

CustomerOrCallCenter

Required

Used to determine if
the returns label
request is coming
from a merchant call
center agent or an
end customer.

string

enumeration=CallCenter
enumeration=Customer

ImageType

Optional

Used to select the
format of the return
label. If the
ImageType tag is
blank or
unrecognized, the
default format is a
PDF

string

enumerations=PDF
enumerations=TIF

SenderName

Optional

“From” name in an
email sent by the
system containing the
returns label
attachment. Defaults
to “Merchant
Returns” if a
recipient name is
entered and a sender
name is not.

string

SenderEmail

Optional

“From:” email
address in an email
sent by the system
containing the returns
label attachment and
message, Defaults to
DONOTREPLY@U
SPSReturns.com if a
recipient email is
entered and a sender
email is not.

string

Pattern = ~(Ja-zA-20-9_\-
\]+)@((\[[0-9{1,3}\.[0-
91{1,3}\.[0-91{1,3}\)|(([a-
ZA-Z0-9\-]+\)+))([a-zA-
Z1{2,4}/[0-91{1,3})(\I?))$

RecipientName

Optional

“To” name in an
email sent by the
system containing the
returns label
attachment

string

RecipientEmail

Optional

“To:” email address
in an email sent by
the system containing
the returns label
attachment and

string

Pattern = ~([a-zA-Z0-9_\-
\]+)@((\[[0-9]{1,3}\.[0-
9{1,3}\.[0-91{1,3}\)I(([a-
ZA-Z0-9\-1+\.)+))([a-zA-
Z]{2,4}|[0-91{1,3H(\I?)$



mailto:DONOTREPLY@USPSReturns.com
mailto:DONOTREPLY@USPSReturns.com

message,

RecipientBcc Optional “Bee:” email address
in an email sent by
the system containing
the returns label
attachment and
message,

string

Pattern = ~([a-zA-Z0-9_\-
\]+)@((\[[0-91{1,3}\.[0-
91{1,3}\.[0-9]{1,3}\)|(([a-
ZA-Z0-9\-]+\)+))([a-zA-
ZJ{2,4}/[0-91{1,31)(\I?)$

2.1.3 Request Example

https://returns.usps.com/Services/ExternalCreateReturnLabel.svc/InternationalCreateRet

urnLabel?externalReturnLabelRequest=

<ExternalReturnLabelRequest>

<CustomerName>Chris Brown</CustomerName>

<AddressLinel>263 Rue Saint Viateur Ouest</AddressLinel>

<AddressLine2></AddressLine2>
<City>Montreal</City>
<StateEquivalent>QC</StateEquivalent>

<ZIPEquivalent>H2V 4G9</ZIPEquivalent>

<CustomerPhoneNumber>212-333-2231</CustomerPhoneNumber>

<MerchantID></MerchantID>

<MID></MID>

<ProductCode>USA.EP</ProductCode>

<MerchandiseDescription></MerchandiseDescription>

<Weight>12</Weight>

<RMA></RMA>

<CustomerOrCallCenter>Customer</CustomerOrCallCenter>

<ImageType></ImageType>
<SenderName></SenderName>
<SenderEmail></SenderEmail>

<RecipientName></RecipientName>



https://returns.usps.com/Services/ExternalCreateReturnLabel.svc/InternationalCreateReturnLabel?externalReturnLabelRequest
https://returns.usps.com/Services/ExternalCreateReturnLabel.svc/InternationalCreateReturnLabel?externalReturnLabelRequest

<RecipientEmail></RecipientEmail>

<RecipientBcc></RecipientBcc>

</ExternalReturnLabelRequest>

2.2

2.2.1 Response Parameters

Merchant Returns Service Response

Tag Name Required / | Description Type Validation
Optional
ExternalReturnLabelResponse | Required Group

ReturnLabel Required Encoded
return label
image (in
Base64)

TrackingNumber Required Tracking string Depends on the tracking
Number of number type
package
when return Patterns:
label was
created S10 Tracking number = ([A-

ZI{2Nd{9}A-Z{2})

2.2.2 Response Example

<ExternalReturnLabelResponse xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ReturnLabkel>JVBERiOxLjcKJdPO0zOEKMSAwWIG9iago8PAovQ3J1YXRpb25EYXR1KEQ6MjAXMTASM

SCi9Sb290IDIgMCBSCi9TaXplIDcKPj4Kc3RhcnR4cmVmCjM3NDg2NgolJUVPRgo=</ReturnLabel>

<TrackingNumber>CX 473 124 829 CA</TrackingNumber>

</ExternalReturnLabelResponse>




The response contains a Base64-encoded label. It also contains the label tracking number. The tracking

number will be displayed on the label, below the barcode.

2.3 Merchant Returns Error Message Response

In the event that the API does not successfully return a response with the return label and tracking
number, an error message response will be sent back to the requestor. This message will be formatted as

follows.

2.3.1 Error Message Response Parameters

Tag Name Required / Description Type Validation
Optional
ExternalReturnLabelResponse Required group
errors Required group
ExternalReturnLabelError Required group
InternalErrorNumber Required Error number integer pattern="[1000-
of an error 2000]
coming from
the Merchant
Returns
application (see
section 2.4 for a
full list of error
codes)
InternalErrorDescription | Required Description of | string
error number
coming from
the Merchant
Returns
Application
ExternalErrorNumber Optional Error number integer
of an error
coming from an
external system
ExternalErrorDescription | Optional Description of | string

error number
coming from an

10




external system

2.3.2 Error Message Response Example

<ExternalReturnLabelErrorResponse xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<errors>
<ExternalReturnlLabelError>
<InternalErrorNumber>1068</InternalErrorNumber>

<InternalErrorDescription>Weight must be between 0.001 and
30.000</InternalErrorDescription>

</ExternalReturnLabelError>
</errors>

</ExternalReturnlLabelErrorResponse>

2.4 Merchant Returns Error Message Codes

The error codes listed in the table below specify the potential error messages that the API may return if

the request is formatted incorrectly.

Code Title Description

1002 Required Field Error {X} is a required field and must not be
empty

1006 Field Length Error {X} must be {X} characters.

1053 Incorrect Value {X} must be only the values “{X}” and
“{X}”.

1063 ProductCode Not Found ProductCode isn’t found for this merchant
profile.

1065 UnexpectedError An unexpected error has occurred.

1067 PackagelnformationLength Package Information length must be {X}
characters.

1068 Invalid Weight Weight must be between 0.001 and 30.000

1070 MerchantAccountIDNotFound MerchantAccountID wasn’t found in the
applications database.

1071* | Malformed Xml Input Malformed Xml Input: {X}

1072 Invalid Value The {X} is invalid

1073 Recipient Email Missing A recipient email address is required when a
sender email is present

11



1074 Email Not Sent The system was not able to email the label.
2000 Invalid Field Error {X} is invalid for this merchant
4001 MID Authorization Error Authorization error. MID must correspond to

MerchantAccountID.

* Error code 1071 is a response to the use of the following characters as part of the XML request: #, &,

and <. Using any of these three characters affects the XML syntax and results in a malformed XML input.

12



2.5 Sample Labels

Decoding Labels

The web service request is returned as an XML output that is Base64-encoded in PDF or TIF format,
depending on the image type (<ImageType>) used in the request. The response contains the return label
and Tracking Number. The Base-64 encoded label must be decoded using a Base-64 decoder to obtain the
return label.

The Returns application currently offers two label types for international merchants: Expedited Parcel -
USA (CanadaPost) and IMRS - Inbound Priority (AustPost). This label will be for domestic
merchants that will be processing returns from their Canadian and/or Australian customers.

Displayed in the following pages are samples of the Expedited Parcel - USA (CanadaPost) and IMRS -
Inbound Priority (AustPost).

13



Expedited Parcel — USA Colis Accélérés E.-U.

CANADA POST
POSTES CANADA
Postage Paid

Port payé
2793431
FROM Telephone No. TO Telephone No.
DE N de tééphone A W de thdphons MERCHANDISE RETURN LABEL
PERMIT NO.
CANADA UNITED STATES
In case of non-delivery, return at sender’s expense En cas de non-livraison, renvoyez aux frais de I'expéditeur
POSTAGE DUE
| PRIORITY 8
Sy /S COMPUTED BY
UNITED STATES POSTAL SERVICE ® USPS DELIVERY U N IT
Dnionation détaltes i corten R == v USPS DELIVERY CONFIRMATION

Returned Merchandise
Marchandise retournée

$0

Total Value

Valeur totale

Signature of Sender Date

Signature de I'expéditeur
Sender warrants that this item does not contain dangerous goods.
L'expéditeur gararft|t que cet er?vo! ne vpas dg g - ) o Method of Payment: Account
Customs D CN23 g Label Dé en douane CN23 Etiquette d'expédition Mode de paiement: Porter au compte

No Manifest Required/Manifeste non requis

- -

[ canapa 0\ postes | i &
EXPEDITED PARCEL-USA / COLIS ACCELERES E.-U.

I Tracking Number >

Instructions

No=

>

o

. Choose a box designed for shipping.

Wrap your items so that they are secure in the box and seal the box using
proper shipping tape.

Cut the label on the dotted line and retain the bottom half for tracking purposes.
Tape the label so it appears squarely on the largest side of the box ( do

not bend it around sides or end of box ). Do not tape over any part of the
barcode on the label.

Take the parcel to a Canada Post retail outlet for shipping.

N

w

B

o

. Choisissez une boite congue pour |'expédition.

Empaquetez solidement vos articles dans la boite et scellez le tout avec du
ruban d'expédition.

Découpez I'étiquette le long du pointillé et conservez la partie inférieure pour
suivi.

Apposez |'étiquette pour qu'elle paraisse entiérement sur le coté le plus grand
de la boite (ne pas la replier sur les cotés). Ne recouvrez aucune partie du
code a barres de I'etiquette.

Apportez le colis & un comptoir postal de Postes Canada pour expédition.

<\luméro de repérage l

Merchant Instructions / Instructions du commercant

A barcode should be printed on the label because Delivery Confirmation is selected. If no bar code is visible, please contact the help desk at 1-800-277-4799 for assistance.
Un code a barres devrait étre imprimé sur I'étiquette lorsque la confirmation de livraison est choisie. Si le code a barres n'apparait pas, veuillez communiquer avec le service

d'assistance au 1-800-277-4799,

Expedited Parcel - USA (CanadaPost) Label

14



) s6st

RETURN

Arman

JOHN SMITH

123 ADELAIDE STREET
EBRISBANE CITY QLD 3000
Ausialia

From

POSTAGE DUE UMIT
LS. POSTAL SERVICE
1320 N VEITCH 3T
LMIT 2012
ARLINGTON VA 22201
LUMITED STATES

To

e

CLIOODO0 425811

TO BE SCANNED AT ORIGIN

MERCHANDSE RETURMN LABEL
(PERRIT HO. e Fad LEWFANT PLE 5W P00 5000
Flatuma G WARSHIROTOR 05 20024

FMA  RMAIZI
(UL

p AlL COMPUTED BY
BN srs DELIVERY UNIT

WMATE

FTATEE

FRO

JOHM SMITH

123 ADELAIDE STHEET
BRISEANE CITY QLD 3000
ALUSTRALIA

LX)

POSTAGE DUE UNIT
LLE. POSTAL SERVICE

yo | 1320 M VEITCH 8T
UNIT 2012
ARLINGTON VA 22201
UNITED STATES

USPS TRACKING ¥

CLIDO000 L2581

ICR

Suggesied poating by 2610/2013

Pleasa retain this half for your records.

m POST

Sondar: Rociplont: Itom numbar:
JOHN SMITH POSTAGE DUE UNIT CLUOO0001 42841
123 ADELMDE STREET LS. POSTAL SERVICE Impeort red:
oLD 1320 N VEITCH 5T
2000 BRISBANE CITY UNIT 2012 Product:

Wil Retum Pamsl

22201 ARLINGTON Customar rof:

UNITED STATES GEang
Customer insfructions Reatal Outiat atrucions
1. Chack 1. Chack
= Package your refurming goods and fix = Check the intermational refums CANES labals

documantaiion o yowr fam are affired
= Check all requinad fields are complatad on CNE3
2. Rewview « Check the IR has a valid expiry date
= Rewview the CNZJ accurately describas your fam
) 2, Capture

3. Sign and Lodge + Scan the CNZ3

= Ensure you've signed the avighion and ssculy
deciaration

« Lodge your iflem &t your nearsst Australa posr
ouitisf

= Capture the welght
= Enter the posfcode

3. Conclude
= Capture 1D {if requined)
* Provide customer with receipt of lodgement

IMRS - Inbound Priority (AustPost) Label

15



2.6

Q1

Ans.

Q.2

Ans.

Q.3

Ans.

Q.4

Ans.

Q.5

Ans.

Frequently Asked Questions

Should a POST or GET method be used when sending the request?

All requests should be made via HTTP GET. Attempts to access the web service using other
protocols will result in errors.

How should the XML be properly URL encoded?

XML should be encoded using standard HTTP/URL encoding. Failure to encode XML inputs may
result in errors.

Do | need to supply a WebTools ID with my request?

No, the WebTools ID is not a request parameter for the Merchant Returns APIl. When a
merchant has an account onboarded onto the Merchant Returns application, they will be
provided with a Merchant Account ID. This ID should be passed with the <MerchantID>
parameter when making a request.

Why do | not see the Merchandise Description on my label?

The Merchandise Description is intended to provide merchants with information on the type of
packages returned by their customers. It is not displayed on the label, but rather stored
internally on the Merchant Returns application. It is contained in the transaction reports that
can be sent to merchants that request a summary of their label activity.

Is a password required with my request?

No, there is no password needed with the Merchant Returns API. The only credentials that need
to be sent with the request are the Merchant Account ID and the MID.

16



Q.6

Ans.

Q.7

Ans.

Q.8

Ans.

Q.9

Ans.

Q.10

Ans.

What MID should | use with my request if | have multiple accounts?

If a merchant has multiple accounts, they will be provided with a MID and Merchant Account ID
for each account. Each MID will be associated to a specific Merchant Account ID. When sending
a request, the MID has to be passed with the specific Merchant Account ID it is associated with.
Failure to do so will result in an error.

Is there any validation on the customer address entered?

The validation of the customer address depends on the availability of a validation capability (API,
database, etc.) for the address entered. For Canadian addresses, there is only a partial validation
capability — the first 3 digits of the Postal Code will be validated against the province.

Is the XML request case sensitive?

The request parameters enclosed in the XML tags should be passed as title case. The case of the
data passed within the tags is dependent on the particular request parameter. In order to
ensure that you do not get an error as a result of an inaccurate case, it is important to follow the
case used in the table containing the request parameters.

Is the address information that | send with my information stored by USPS?

No, Information considered as Personally Identifiable Information (Pll) is not held by USPS. Only
the customer ZIP Equivalent (Postal Code, Pin Code, Postcode, etc.) and State Equivalent
(province, region, district, etc.) are stored on the Merchant Returns application.

Can | email the returns label?

Yes. Provide the customer’s name and email address in the “Recipient Name” and “Recipient
Email” request parameters. The merchant can also provide their name and email address in the
“Sender Name” and “Sender Email” request parameters.
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